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I oy 5 s FHEe] WAy At T s ol &3 A& A
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S ed AN daow AR rHUE Ed Belx Ans Wy Q9o
AAR A dad Y Are JEHI} Ho] gle] FrHHel dalE wAEA
eygkont, H Al Fbeha gt T4
) gAlE mERe] nFgol Folddl we

el
= A, B AF - Wok xRS F oY HF Amel 434 Uy

78) =7H4 RS, 2009 S7HERE WA, 550,
79) WMrof= @ iR SRl Ko R, AR Aol hi@d ARA 1T 5 A AAE AAA
@3 68 TR e AlaRle Hod ¢ s sk Zeago

80) I7HdR4, 2008 7P H BT WA 14H,
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A% 37t WA AYYol Frhskn qlris,

81) WIPI(Wireless Internet Platform for Interoperability): ti3hil=9] T Fr}Y ZE 9] o|So|t}
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82) 7R, 2008 =7 REEMA, | 147,
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Device and Computer Fraud and Abuse Act of
10¥ 169 742 &l el e Fd= AAS Aty AP FoAA =
AH U], Zeflots X2, obsfel, ERATA A, AH A FAn)
AE I FAEA R, AEATHAL], Abo]H 2ato], AZEHojd L A& A4tH
A8, Aol m=nt, AAEUsty| A} 2 FRe) o #e A4S T dvh 1
2o A r el JEAAE wote] #g WERA 19869 ‘HFEA] B FA
o] & 3 H(Computer Fraud and Abuse Act), 1987d< '#FE| Bk
(Computer Security Act)'s AAFIL, 1996 = Alold H el
A= o] BEREFAAN LS BHostal MARA e ARRSAAES AH]st
71 918t ‘=7 B 716k S W (National Infrastructure Protection Act)’ S Al
Aatal olo] oAzt 19989 2¢ 269 = 7b7|WH2 R S AE (NIPC:National
Infrastructure Protection Center)' & = A|Zt

‘LIRSS AlolHH B g SO 2R RE Aol AHEAAAHS H
3t7] 9ot HAFA Aol HARHSAAES Aulstr] 3 HEZEA, 7] A
WA A18% A11030%2] HFEARE A7l B B RF ] gk S oA

H
$ B2 F4/ A AW RonA 52 Fdsta ek 19999 89U

83) o]3} Wzl tiste]= http://www.cybercrime.gov/
84) AAE, “AtolHH o] T A7, FFUISL thEY AALSHY =R 2007, 709,
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Atold] S&&Eo] ulsto= 22FQlols R e (COPA:Child Online Protection
Act), o} 2B Y & (CIPA:Children's Internet Protection Act), o}&<=2}2l
3z elolH

21
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| 2.3 (Children's Online Privacy Protection Act of 2003), °}&3X
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Child Obscenity and Pornography Prevention Act of
2003), ols=d<el HZE=3 @=H(Dot Kids Implementation and Efficiency
Act of 2002), o}&P2PH s (Protection Children from Peer-to—Peer
Pornography), °oFgX2xo| tia] FHE E#-8&52(Zero-Tolerance Policy),
83 A7) EAYW A58 A9 (Communication Decency Act) 5°]
St ® FAolrise). 1990l A xYoldA HxrE 2EF AN E
S A#ek ol 19939 ol2¥ ZE 507059 Ayu|ol SE A ~EH
AWML T odvk =3 ANy Al1878 A|2319%k FWH Al177 506(a)=cl
ojgte] AAUANE A oW T, 1997de] QUEUNZ 2] B A
2 EE FAGE W&o AAEEWAHINET Act:No Electronic Theft Act
of 19975 AAs AAURSE Zshetar vk AtolHAR & F FAH]
ol #Aale] m=FL 1996 A AH A A A~3ko]H(Economic Espionage Act)ol]
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‘SrEQFE H(Homeland Security Act of 2002)' 2z} aAw7]3o]
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85) e, “Alol|s] At thW”, Jduisti WYY MM =R, 2004.8, 62~64%.
86) 1A, AL, 55564,
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‘Ao W H ot S H(CESA @ Cyber Security Enhancement Act of 2002)-2
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‘o] X% A H(EU Directive on Privacy Protection, 1995/46/EC, 1995
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88)Convention on Cybercrime, http://www.iwar.org.uk/law/resources/eu/cybercrime—final-notes.htm
89) I7MARY, T2007 /PR EEMA ;| 2007, 321~322%.
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e e mek o 27HA HAHo =z wrjd 19961 9¢¥ 71dAkdel
Bl A A et IWF(Internet Watch Foundation)”} A #E e, o5 wi=
ekl (Hotline)' & &8 42 WE =7F=2 NGOt 43 d=HaA AA=
T3 Bkl QATH0),

AFEHF Y dsteol= 19719 A=A H(Criminal Damage  Act
1971)" o2 &9 HAFH wholgls, 7 & ATHHAE Aty A7 19909
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7IWto 2 &hi= ‘HlolE B s H(Data Protection Act 1998)'e] I FZlo] At
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‘fele] ¥z 2@ orx B & (Anti-terrorism, Crime and Security Act 2001)’
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91) =7HREY, "2007 =7PEESWA ;| 2007, 328~329W.
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ABSTRACT

A Study on Cyber Crimes

Eun-Ju Lee
Department of Law
Graduate School

Jeju National University

Modern society, called the Information Society, is changing at too high speed based
on high information technologies to predict our future, and cyber space keeps expanding
further and it is being given a great deal of weight in the information era, accordingly.

This study aims to describe the development progress of computer crimes and cyber
crimes under the title, 'Cyber Crimes'. It also examines the general idea of computers,
which is a major object of computer crimes, and its meaning in the criminal context
and considers cyber crime as a comprehensive criminal act that is constituted in cyber
space.

The characteristics of cyber space are anonymity, non face-to-face communication and
those of cyber crime are the seriousness of infringement of people's rights, a lack of
feeling guilty, crimes of deception, high frequency of criminals and complicity in
crimes.

There are a lot of theories of the classification criteria of cyber crimes and it is
found difficult to firmly establish them. This study classifies cyber crimes into the
essential type crime and unessential cyber crime by the media of cyber space . Essential
cyber type refers to possible within the cyber space itself such as hacking, malwares
distribution, spam-mail and Denial-of-Service attacks. On the other hand, unessential
cyber crime refers to crime that uses cyber space as a tool, for example Internet
auction fraud, piracy, service of illegal contents, defamation, cyber stalking, cyber
gambling, exchange of prohibited product, etc.

This paper lays a finger on problems with countermeasures for the current
controversial cyber crimes and punitive regulations in force in current legal system by
conducting an analysis of other countries' lawmaking cases and countermeasures, and
suggests better solution for cyber crimes.

The government adopted a special law to correspond to the adverse effect of the

public Internet use from the middle of 1990's, instead of applying criminal law.
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Legislation that criminalizes certain acts thus is commonly applied to cyber criminals
by police as follows :
® Criminal Act
® Act on Promotion of Information and Communications Utilization and Information
Protection, etc.
® [nformation Communication Infrastructure Protection Act
® Protection of Communications Secrets Act
® Framework Act on Telecommunications
B Telecommunications Business Act
B [ocation Information Protection Act
® Copyright Act
®m Radio Waves Act
® Digital Signature Act

® Computer Programs Protection Act

By this government's countermeasures, some problems such as penalty unbalance
among several laws, legal system inconsistency, and similar rules dispersed in many
special laws occurred.

As it is shown in the American and Germany legal system where cyber crimes are
being addressed in the positive manner regarding the application of a criminal law in
countries, it is found that they are trying to make a practical study on the means best
suited for their system and public order by applying the existing laws to cyber crimes
extensively.

In conclusion, this study summarizes the improvement plans for the regulations of
criminal laws and special laws by types of cyber crimes, and strengthening internet
service provider's liability, promoting cooperation between the administrative machinery
and puts an emphasis on the necessity of voluntary control, an indirect regulation of

cyber crimes.
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