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TYE BIE 270 CHID EFM HASE BW ESTH)  VMware

Bl - S o E | ¥ G oFEP 2o l TN B
- tags.h -~ X
(T == 2te Ba ~|| ~|
= 15 static char= tagS[Hh}{TAGS][Hﬁ.}{PARS] = { =

16 Lota G UNAME] "HREF " "R e “RE¥"., "TITLE", "TARGET". "SHAREE™ omMload". "STYLE'HEE

17 { "APPLET". "CDDEEI.".SE", "CDDE", "MAME™, "ALIGM", "ALT"., "HEIGHT", “"WIDTH", "HSPACE

18 { “AREA". “SEEFE" SSSEET " . “SEES0RDS", "HREF". “onLoad”; "STYLE". 0O

19 {"B", oD, S E o0

20 { "BAMMER", “onLoad”., "STY¥LE". 0O }.

21 { "BASE" 8 "HREESSTARGET ", “onLoad”, -[EHEESESSSEN | ,

22 { "BASEEEHT" . #'SIZE". “"onlLoad®, "STYLE ' [FESisSs

23 { "BGIOUND", "SRC", "LOOP", "onLoad", "ST¥LE", 0O }.

24 { "BOESFCLEARET “MOWRAP™., “onLoad". " SHEHSESSENH |,

25 { "BODY", "BACKGROUND®, “"BGCOLOR", “TEXT". “LIMK", “ALINK", “"Y¥LIMK®, “LEFTHARGIMN",

26 { "CAPRFIOHES"ALIGH" . “"MALIGHN", "onLoadiSsSsuisasrE . 0 ).

2 { " CEET ERSS onlbaad® . “STYLE", 0},

28 { UBHELE"SEE] | GHT, SSPANT, TonLoad”, “STEUSESSSEEUNE

29 { "BELGREWUP", “"ALIGN", "VYALIGN", "HAL|GHESSSSERNTH", “SFAM". "onLoa®@. SETYLE", 0O

an { "BV T ALIGHT, "CLASS®, “LANG", "onL{EEGESSESSTYLE", 0 },

21 { “EMBEEF . "=SRE", "HEIGHT". “"WIDTH", "UEUSESSEHAME” . "PALETTE" § "ofikgad”. "STYLE®

F2 { "BIGES "SRE", "ALIGN", “HEIGHT", "“W|DHSSSEEE T, ~|MAGEMAP™E “oflCO8d", “STYLE’

a3 { RS T S onload s EBMLES 01,

a4 { "RENE, “SIZE”, "COLOR®, “FACE®, "onL{EEUSSSSTYLE", 0 },

a5 { "FERNMY, “ACTION", “METHOD", “ENCTYPE'SESSESMEET ., “SCRIPT", jolLoadg. "STYLE", 0

36 { "FRAME", "SRC", "MAME", "MARGINWIDTH", "MARGIMHEIGHT", "SCROLLIMG", “"FRAMESPACII

3 { "FRAMESET". "ROWS", "COLS", "onLoad”, “STY¥LE", 0 }.

a8 { "H1"5 MSRC:, “"DINGBAr™, “@hEb-d¥ . “SIEHSESEE |, P

a0 I "HE&MO" "anl Aad” "QATAML B n _!
S e B | 2
el =: 40 =: 77 27k 77 NS
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HA7L AojEA @t dols 9 RAPAY} AyHow YA RE H

£2E @ A9 WA 5P Ax:E 7o) BrH T,

rr

mangleMeo| A= B] 1] IAeuHE ¥ EH= ghe] AAE TE3A {3 dH
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2R HlzEe] BEHE BolEd & Juks wHS st =3 Fdvt 2y

e A5 ol8s GV 7= AFskA 7] wEel £49 Hert ozt
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JavaScript, XML52.2Z FAE ¢ HolXES H2E Aol22Z AT 4 A&
4 BEgeA 1A =Folth[11]
mangleMe”} A2F =9 gtEtujE A4 Al ©ed] WY e FYsh=d vk

bf3v= W FHEYE ofu g} WSt

bBE fH2 Zjike) HAZ AUS el B WA Fdel BRI AAE o}
29 F 1o g 9 HolNE NAR Ao AT bBeld A4H U HMolXS

& mangleMe$} o] PZeld TEE /AL QojA HzElE A WAl HolAE A
A7) st AAE 5 HolBe] AHHeR Y HebSAE Fo) HlaEw),

A HebeAel A4t BASA AP Aule 9 21E T 24 B
YRE BNl Y F7E §) BeSA Y HFHOR AT AAA FAY 5

A

48 192.168.224.128 - default - 55H Secure Shell

Fle Edit Yiew Window Help

Y 1S
&1 Quick Connect [ Profiles

html
html
htmll & 1t .html
htmll ‘ 1t html
htmll { it html
htmll
htmll
h 1
htmll
htmll 3
htmlil h I -html
htrnll h T html
html

html
html it ] 4 shtml
html it L 4 html
html47004. h
htmlloo014g. sy i htmld47005. h :
Connected to 192,165,224, 128 55HE - aesl28-cbe - hmac-mdh | F0x22 f’a’;

(78 7) b3E HAHE B|2E Ao|x
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Bt ) BepeAdgA s B AFE AT 5 A= TEEJA A 2
A WA =Foltt. WA 28F, attend mode 5& A Fdto] WA ELS =
oliL ARg&AFe] oS HBIAAT HA A AHosta s AdER HAEVL
bt A2 doju Frhd 7wl dis § BebeA 52& HZEstaz
e A4S JAANE Aot I =3, bf3olA WAE HAE AolAE H
E|7F 5 om AgPAIAE st A ARl ol #HE 7ol gl ) AW
g 25 #F=xdor = EHFo] UTh

ol 7|E ¢ BHeA A =FE HA AA A Aot dojel oisAlwt
HAo] 753 EAS BT EF ActiveXPt 2 Z# 1o thalAE ALY
< A kol Faclel Ui AF S FIstEW EEe] FHIQ HE HAE
olg3fof 3= T AeVEA @]l EAg. weEtA B dATFelAE 7€ Y B
oA HAE BHgste] §) dojol EF Aol ¢ HolAd Aygd Sl

= A go] 5% 9 Hetgd ¥ =78 AL TAA
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m. 27

1. HY =79 M

71E 9 BEpeA HAESL Adle] Astal e 543 dojvks HE &
F Ao, ActiveX®} o] AxFTo] EFHE Z 1l g FHekd
E7Fsstth= A8 7HIt. &, HTML5¢9 &
= W ¢ BEgeATE AR ARES ofF flo] AudeA &dsty] s A
oFd ®X|7} 21438 o] FojHof k. 1EL; V]1E HA A AMERE Mo §)
dolE A fslixe HA AA Y £2~FE FHo] EVFISirh E=3H
Bete A7 ¢ HolA o AYE Z9e Y4 glo] AdstEA el

A WEe] Mg WA (ActiveX A F)E AHgIHoF Ahs BAHC A

o #1A =5 AAY] A flolx thddt ¢ dojek W tig HAE Aolx
£ AAste ¢ B9 AE HAETD § glojof gt

EA, ActiveX9t 22 §) HebeA ZYacld A& Jhssfiof gtk ¢ ol
e o S8 ade] BAHY, § BabeA HA =4 S B 2Es)
2 E3 dxe HA B FEste BT EA%T. weA § BeEleA o
A A FHId dg H2ESE 3T 5 e Weke]l Hasith[12]

B ERAE 9 ATAGS FESE sehle 242 5@ 9o YA 9
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2. HE =329 MY

v
Hm
]
[ Im

I

J

Fuzzer

-~

(29 8) HA 22S oled A AYE

B oA AAR § BeeA AA =7 (2™ 99 2ol HZE Aoz
A ZEF deoEA RE2 FAEH

HAE Aoz A4 RES H2E gy 9 BsA YYo= Ag @
A AelAE A GBS FYDTh Foj PFYY A2ITE Bl
— 15 —
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sl e TR selvlE 22 283 e #4 eaae g

o HZ2E AolxE WEoUe FH Ol (mutation) & & F Mo AF =&
< 74 HIZ2E Aol A EEAA THEoX 4 HolAES HZE Y

9 Beps AN Qe

r—
Fuzzer | HE 222
e f_ —— — —— o
& 1 N\ web Browser
/ B | .00 e
Bl ~E# 0|~ i !
AH A = I
i~ HAE 0|2 i Intermet Explorer i
[ I I
ks o — - I i
= — > | metolE &5 L > S el ) |
== 1_—_:| orey | chrome i
] g 1 2 !
: firefox i
I 1
] 1
: e i
o — : safari :
<€ HeEA 2E < : i
! 1
IEN=E-CI s o e e '
: SLEE

(39 9) MY =T FAE

H2E Aoz A 2E2 § BeheA A A d¥Hez AL vAd §

AOIAE AR F olF ) HIeAAM dIANTE LS FAIH HIE

= 2 78
o, BEsl 9 WA eztEs Yo ol JtFEt HZE Aoz A
Ade YA HAE Aojx A REAM AAE H2E §) HoXNEL H
2E g 9 HebeAdM d3H §) HekeA e Adg4E =30

i
rlo
o
R
=)
)
ot
N
©
g
T,
o
2ol
o
4
N
N
>
e
i
i
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ol
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2C de TES TR 53 AIES ALY HIEBS
A skt Ik weet®] ‘-r(recursive) FA S ©] &35t 3T FHo|A B
2= ¥ HolAE s #HAN ol&d F Uu AFdista FH oA
(http:/ /jejunu.ac.kr)v= HTML, CSS, JavaScript & ©HY3 84E o] Fojx 3]0

g B =2 WZ8 dA ojgsud Bt

<& 2> HA o HET AA ATt §) A o]A)

] <htmi>

2 | <head®

3 | <meta http-equiv="Content-Type" content="text/html; charset=euckr">
4 | <title>o=Z=IHECHSHD - Jeju National University</title>

5 | <I-title>o=22IESCHSH - Jeju National University</title—>

6 | <script language="javascript” type="text/javascript"

7 | src="/_html/indude/javascript js"></script>

8 | <script language="javascript" type="text/javascript"

9 | src="/_html/indude/FlashActiveX js"></script>

10 | <script language="javascript" type="text/javascript"

11 | src="/_html/indude/FlashMenulLinkjs"></script>

12 | <script language="javascript" type="text/javascript" src="/_html/include/zoom,js"></script>
13 | <link href="/_html/include/style.css" rel="stylesheet" type="text/css"
14 | <script type="text/javascript™

15 | function change_img(img_name,img_src) {

16 document(img_name].src=img_src:

17 |}

18 | function juyuLayerDisplay(data) {

19 document.getElementByld(*juyuLayer”).stylevisibility = data;
20 |}

21 | </script>

22 | </nead>

23 | <body background="images/new_main/main_bg.gif" style="background-repeat:repeat-x">
24 | <style type="text/css"™

25 | <

26 | #onBar {

27 position:absolute:
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28 left: 10p%:
29 top:Opx
30 width: 708px;
31 height:336px
32 z-index:300;
33 visibility: hiddens
34
35 | #ar {
36 position:absolute:
37 left: 185px:
38 top:338px:
39 width:214px;
40 height:87px:
41 z-index:300;
42 |}
43 | =
44 | </style>
- Olot At

(1) HetoE &4 25

geug A EEdAs ®'ERY A2FEA B FEAH(delimiter) 2]
WS AAste] SeirelE &A o

4 <Aoo F=oA FeirE AHE SRS AHEH HIML doj8 3¢
<3 2>9] 39, 23g Ao} o] tiFEE ‘=""H| FerEE dYFTFS AT
T ATh <FE 2>9] 26~40€0X = CSSEEVE 23 =H =
AHEE o g It HE YdYsts ddes Bt E=S <3 2>9)
6~228 A AREH javascriptll A= (Y 7 FHol dEwEZE AR wElA
gt &4 EEoA s 7 dojolA IAHE FEse dEe FEA

J

(delimiter) 2 F%3tal, ®EBe] x50 sig FE2A7F SAs=A AA
Fogx "HEe IetreE AT FdetrHY FEAE HAA JE

o2 AFsE HE gol AGAT AW I F U= Sto] A 2y
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B
4
)
o
%

3

c

g

)

2

=X
I
Ml

Ay 22542 4 dHolx 9 ArHE AHFHAS W ¢ BeheA A4 oF
2 T F Ae @Y Ao, g Aol dAFe= E
o B dFdA= 71 H BEReA HAQ] Browser Fuzzer 3(BF3)oA AR&
= ¥R LIS HAY 7E I E AFEIHL

g ool

<X 3> ¥HAH ZF

TE 2= 9

"2147483647", "-2147483647", "2147483648", "-2147483648",
"4294967294",  "4294967295", "4294967296", "357913942",
“-357913942"

"A x 550", "A x 1100", "A x 2100", "A x 4200", "A x 8400",
EAE 2 EZ9 "A x 16500", "A x 33000, "A x 65800, "A x 131200,
A x 262400, "A x 525000", "A x 1050000

"%n%nenZin%n”, "%p%p%p%p%0",  "%s%s%S%s%s",
"%0d%d%d%A%d", "%x%x%x%ex%x",  "%s%p%x%d", "%.1024d",
"%.1025d", “%.2048d", "%.2049d", "%.4096d", "%.4097d",

Zm ~EY ; .
%99999999999s",
"%5%5%5%5%5%5%5%5 %5 %5 %5% 5% 5% %5 %5 %5%5%5%5 %5 %5 %5%5%S
%5%5%5%5%S"

“testftouch”, “/tmp/FU_ZZ EDltest”, “testitouch”,
ArE FRA “/tmp/FU_ZZ EDitest”, “|/bin/sh["
“test'C:/WINDOWS/system32/calc.exe'test”

Ao = TN RN
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< 4> ActiveX AFg A2F L0 4

(A2Y) -

<div class="event" style="display:none" id="swf area"™

<object width="445" height="271"
codebase="https://fpdownload.macromedia.com/pub/shockwave/cabs/flash/swflash.
cab#version=7,0,0,0" classid="clsid:d27cdb6e-aebd-11cf-96b8-444553540000">

<param name="allowScriptAccess" value="sameDomain" />

D OB wWwN =

<param name="movie" value="/apps/site/default/flash/main.swf" />

(M2

<¥E 5> HAHE H2E Aolx9 4

<htmi>

<head>

<meta http-equiv="-2147483647Content-Type" content="text/html; charset=euc—kr">
<title>=2=IKESCHEH - Jeju National University</title>

<I—title>=22IKESCHS) - Jeju National University</title=——>

<script language="javascript’ type="text/javascript"

~ OO OB WN —

src="/_html/indude/javascript.js™</script>

- (M2

gZele] getuee] 22t2 HolHE Yhste] AW 9 ol WA
of HANN AT @ Bl AYPHATH. WAF HAAE @ B
],

H2AEst= ¢ BE9AE FdsA HAE &+
T 4>+ ActiveX7} AFEE Q) H|o]R| o] AAFE ot} ActiveX ZEVF A=

<
W shetrHE dEvons g wHow seHE GAsL 1 Aeld ¥
=z

§ 2242 @ 2ol 9 HeheAdA WA T 5 Utk olAY B AFolA A
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9 DA} HAE 9 A8 dastel A wAAA U BepeA
Ay ZRAsE Y 5 IS S9sn FEa0 o 4% BUHY EE
e g Y dolxe] YHE ANe mE ALk WA Y BeLATL €

2E § HojAE A4 flo] A FAIUHH § HepeA AY Z=Aze

() de Ag s
de] A EEdAs 9 BbeAoA A4 TARS o BHEHERE A
&3t T 4 BEpeA FHoRH RBAo) A8E F UEE e JFTS ik
A7 FAYs HA ZUEE mEAM PP ¢ Holx FRE Agw
oW o¢ A BEAAE AT @ FHolAE AR AR AT EF AL
Sl A 77 B §) HolA YW, 2 F A= T #d HERE AF
7] 9% 208 FA43oh

=

g gty R o] W, d=dAME BT LFE A tHA
£ A5 AYPAZIT °F JIT(ust-in-Time) WAL 3l =M E= 72
40 % DrWatson olgt= THAE A3tk wHd &g oW A7 @435 Je
AF B AFNA 2AT HAE o] &3t H2E F A4Vt TAYES o JIT
7b AdEo] HA] A&Ao] s A Bk g B A F3 A Exe
gH A FYA FEF e UHAS A= SFAAY 712 HA
2

Y=g P

i

FolA Agks FAE WBELe] LxmcoA seuEE 48 &
WA oehFelA AYE e AeHEE FUF A Aol Y HAo
A ER AAHAT WEel WA AANAE HAE g HolH xFe 99
AeE 9 AolE AosA gtk g J1E 94 BaheA HA7 AUz 9l
QB g dojo] T oEET} B FAYES RO 5 Uk 4 dojo o
% o|EEE REFOEM HIMLSSH o ¢ 9ol A2e mae] eau} fhef
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o] 7t A= HIMLS5EZ 73d ¢ Ho|AE HZBHOE o] &3d ¢ B
Z-Aol i HAS FHT £ vk = ActivXet 2L el thE o
AE A FAE F Aok
B AFdA Adste HA =75 FHOM WASE HZ2EA ALEIE
HZ89 gerE RES BASY HZE Ao|2F AAIEE AAHAT. o
g4 "HESlE 54 9 AClES HO|AERE FATTHE Ao]E ©helo] Ao
7heste] tFg ) BeleACdA sid ARRJETE o F flo] AREHE=A HAs)
= EEEE A8E F e FHES Adoh
_oa -
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373+ g2l 29 BHol S o] &3 g B
ATolA Akshe HA L 7 A A 7

<E 6> AN2=H Fd 8%
=G A A Windows XP SP3
TdAA visual C++
st=glof Intel(R) Dual(TM) CPU 2.0GHz

2.

Ha =7o 7

AFoNA FHI HAo AYPS 93 FAHLAZE FHAE FIY5H7] A
fuzzila.exe, TEMP, MUTE, FAULT H¥Eg| %} FuzzLogtxt I¥ &

o

o fuzzilaexe : HAE H3P3}7] 23
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o TEMP : wgeto 2 3% & Z38
Bl Z=E Aol YA o]&dH.

* FAULT : HA A3 T A7t AT HZE Aolxs5E AAst=
Egjo|t},

 MUTE : 448 HZE ¢ #o|xES MAsEs 3ttt AXE ZE H

i)

Jo]ASe] AAHE DAL WA A

2E Ao]2E AAFstd HA dsol Ast 2 Ut doerng At
B 2E Alo]2E AAs=sE Td AT

* Fuzzlogitxt : 219U = HA A3 F WA oo e =05 753
.

<E 7>& SPEH GAREY P BES nolTh sy w94 =

£
A WERe 2xzmsold BevEY AAE Fohls 9T FPIT

Qo7 AA eyt WAEE REe fART deHly HEe @A

gen_File() &S S=3Th

<% 7> SelrE @A REe] T

p—

char *findkey_Buffer(int current_pos, char *Buffer, const char *key, char* FileName)
{
char *FindStr = NULL:
FindStr = strstr(Buffer, key)
if(FindStr 1= NULL) {
current_pos += (FindStr-Buffer) + strlen(key):
gen_File(FileName, key, current_pos, FileName):

char *next_buffer = FindStr+(strlen(key)):

©O© 00 ~N O O B W N

findkey_Buffer(current_pos, next_buffer, key, FileName):

}
return FindStr

_ —
— O

N

}
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<% 82 FEHoH RES 7S Z=olth vy B2 ZEA
el FEe] gl AoHo s RAY #e d™HE ANEe
Aol=~E AAstE AAS FhIT. A 28F-2 Oracle[] il A 2= o]
=

<# 8 wHeoAd EE9 T3

1 bool gen_File(const char *srcName, const char *key, int pos, char *FileName)

2| { (A2

3

4 while( (ch=fgetc(src)) = EOF )

5 {

6 if(pos == n) {

7 char szOraBuffer[256];

8 if(oracle[nOraOffset] 1=NULL)X

9 memset(szOraBuffer, 0x00, sizeof(szOraBuffer));

10 sprintf(szOraBuffer, "%s ", oracle[nOraOffset]);

11 printf(szOraBuffer);

12 fputs(szOraBuffer, dest):

13 }

14 }

15 if( fputc(ch, dest) == EOF ) break:

16 n++

17 |}

18 fclose(src);

19 | fclose(dest);

20 | printf(destName):

21 ExecProc(APP_PATH, destName):

22 | return true

23 |}

Collection @ jeju
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<& 9> de&A RE T3

O 00 d4 O O & W N -

N N N N NN D NN NN BN N — e e o —am e e s —
© 0O ~N OO o B WO N — O ©W 0o N oo o0 B WO N — O

int ExecProc(char *szApplication, char *szFuzzFile){

(8528~

if(CreateProcess(NULL,szCommand,NULL,NULL,FALSE,ONULL,NULL, &si, &pi))
{
if (WAIT_OBJECT 0 == WaitForSingleObject(pi.nProcess, 3 * 1000))
{
if(GetExitCodeProcess(pi.nProcess, &dwExitCode))
{
if(dwExitCode 1= OX
LogMsg("Taint File © %s\n", szFuzzFile):
LogMsg("Exception Code: %x\n", dwExitCode):

if(szFuzzFile 1= NULL)
NsFileDisassemble szFileDis:
memset(szCopyPath, 0x00, MAX PATH - 1)

_splitpath(szFuzzFile, szFileDis.szDrive, szFileDis.szDir,
szFileDis.szFName, szFileDis.szExt);

sprintf(szCopyPath, "%s%s%s%s", COPY_PATH, szFileDis.szFName, ",
szFileDis.szExt);

if(ICopyFile(szFuzzFile, szCopyPath, FALSE))
LogMsg("Error : Failed to COPY\n");

elsef

LogMsg("Complete : Successed to COPY\n"):

- (20
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dejgta mEoME ¢ HebAd FHE HZE Aolxe AP mUEHFY
sta AlolatE 4T FAsY 1 THE WES <E 959 ZTh HAE Aol
22 QA RENA 20 H2E Ao|xg AU AWk, Ad4i7 LA
SHA vy FRIZTE HEEHA Gen. deEwA EEdAM s 54 Aitbest
EHol Yl ZRA2E BAZ FRAT ATME <FE 9>9] 6} o]

% 7] Ak 322 ST W HAE AcsE WS F A4

7F HAS AT FuzzLogtxt 3ol HZE Ao] 29 wdW 3} o9 A=5 <
g3ttt =% FAULT i Eg HXE Ao|2E AAstes A 73 ¢ =

e H2E Ao 2E Ay
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sta, 202 910t
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4 Adolo] H2E AYstA Fenh Al §) HolAE FH3 "HEH egFS
dE3te] H2E AolxFE At FHoOIA HAS AMESY] WZed 71E ¢
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Zoln A4l WA FEL ¥oly] A% WA o@rFe FAY HAE Aolx
A el U@ =olrh Wasith 2Yn B WA £77 2viE #4004 5
g 5 JER S8 - BAAA 2UE 77§ BehsA WA =T g

A7/ Bey Ao Heloh
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<Abstract>

Web Browser Fuzzing Tool

using Parameter Detection and Mutation Method

Ahn, Ji-min

Graduate School of Education in Jeju National University

(Majoring in Computer Education)

Supervised by Professor Kim, Han-il

Rapid advances in the information and computer technologies have brought
us the wide spread of the computers and the Internet's World Wide Web in
our daily life. Such kinds of changes even include services that require
high-level information security like banking or many other types of financial
transactions. However, being too much dependent upon web-based
transactions have shown severe adverse effects, for example, security mishaps,
with startling varieties; which includes being a victim of hacking, data spill
and DDoS (Distributed Denial of Service) attacks.

Computer security mishaps are typically caused by malicious codes, such as
computer virus, worm, or spyware, and they rapidly spread to other
vulnerable web pages and software packages as well. Any vulnerability in

software can allow a malicious user to perform an unauthorized action and to
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disclose something important that should be kept secure. Furthermore, it can
result in the leak of personal information or other serious security accidents.
Therefore, an early detection and elimination of any vulnerability in software
is one of fundamental solutions to reduce any possible security accidents.

Software vulnerability analysis can be done using either a white box testing
technique or a black box testing technique. Among those two types of
techniques, black box testing is a type of testing that we enter a set of test
data into the target software and observe the outputs. Using this type of
testing technique is useful when we want to conduct our testing without
much knowledge and understanding of the software internal logic.

Fuzzing is one of automated black-box testing techniques, which finds any
implementation defects in software by providing invalid, unexpected, or
random data in an automated fashion and monitoring the result. In this
study, we design and implement a fuzzing tool that discovers the
vulnerabilities of web browsers. Web browsers arethe most widely used
software packages in web environment. Therefore, a vulnerability abuse in a
web browser can cause much more extensive impact than any other web
applications.

A web browser vulnerability detection in a fuzzing tool we propose is
performed as follows: 1) collects web pages, 2) compromises templates, 3)
detects parameters by analyzing the codes of template, 4) generates test cases
by providing invalid input data defined in a fuzzing oraclefor parameters of
templates, 5) injects test cases to web browser, and 6) verifies whether any
vulnerability exists or not by monitoring the execution result.

Our approach has the following benefits compared to others: using
templates in the test case generation allows the tool to be applied to a
variety of languages and versions, and it can also be used to verify the

vulnerabilities of plug-ins included in a web browser.
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